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ÎRadio Frequency IDentification

ÎTiny computer chips

ÎPassively Powered



ÎRFIDs become ubiquitous

Î Integrated in many securityapplications

ÍTickets 

ÍAccess Control

ÍCar Ignition



ÎPassports

Î Implants

Îȣ

RFIDs become universal 
identifier. Might replace 
passwords, PINs, and 
fingerprints.



ÎTagging of consumer goods

ÍWill replace bar-codes!

ÎThreat to Privacy

ÍCustomer tracking

ÍLeaks internal business information!
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Cryptographyon RFIDs in needed for:

ÎUnclonability

ÍCredit cards, luxury goods, ÍÅÄÉÃÁÔÉÏÎȟ ȣ

ÎPrivacy!

But, what crypto is small enough for tags?



Passports

RSA

45 'ÒÁÚ ɍȬΦΫɎ

AESNo Crypto

Mifare

???



ÎPhilips claims:

ÍȰÁÐÐÒÏÖÅÄ ÁÕÔÈÅÎÔÉÃÁÔÉÏÎȱ

ÍȰÁÄÖÁÎÃÅÄ ÓÅÃÕÒÉÔÙ ÌÅÖÅÌÓȱ

Î48 bit key

Car thefts
(source: hldi.org)



ÎReconstruct circuit from photos of chip

ÎSniff reader-tag communication

Reverse-engineering of the Mifare 
crypto and evaluating its security

verify



µ-Controller

Philips
Reader IC

a) Sniffing data
b) Full control over timing!






